Memory 
101 



2X 



Browser 
101a 



Monitoring 
Software 
101b 



CPU 102 



2X 



□ □□□ 



Input 
Output 
103 





Internet 

connectivity 

105 



Computing 
device 100 



Internet 106 



Figure 1 



Page 1 7 of 20 



Server 
Certificate 



Internet 
205 



Browser 
201 




Certificate 
Data 
203a 



Events Generator 
201b 



Page Data 
201c 



Before 
Navigate 
Event 
201e 



Events 
201f 




L 



Monitoring 
Software 202 



Certificate 
Processor 
202d 



Saved Sites 
Database 
202f 



Alert Detector 
202c 



202b^ 



Sensitive 
Information 
Detector 
202b 



Page Analyzer 
202a 




r 



Input 

Output 
204a 



Input 
Ouq)ut 
204b 



User 
204 



Figure 2 
Page 1 8 of 20 




Alert 
CodeO 



Alert 
Code 1 



Alert 
Code 2 



Alert 
Codes 



Alert 
Code 4 



Alert 
Code 5 



Alert 6 



Figure 3 



Page 19 of 20 



Server 
Certificate 



Target 
Server 
403 



Internet 
405 



Browser 

4or 



Network Login 
Dialog 
401a 




Certificate 
Data 
403a 



Cancel/ 
Submit 
401b 

Window 
Events 
401d 



L 



Monitoring 
Software 402 



Certificate 
Processor 
402d 




Saved Sites 
Database 
402f 



Alert Detector 
402c 



Flag J 
402b 



Login Detector 
and Page 
Analyzer 
402a 




Input 
Output 

404a 



Input 
Ouq)ut 
404b 



User 
404 



Figure 4 



Page 20 of 20 



